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1. Anthropic Frontier Red TeamlAl models may be capable
of self-replicating without access to a datacenter|
(2026-10-12)https://www.anthropic.com/research/self-
replicating-ai

2. BleepingComputerlInternational joint action disrupts
world’s largest DDoS botnets1(2026-03-20)
https://www.bleepingcomputer.com/news/security/aisur
u-kimwolf-jackskid-and-mossad-botnets-disrupted-in-
joint-action/

3. A BT NICTITRERIoTHEZERULETIN-KREADER

—{RE IR DT ERDHEEIC DL TI(2026-07-21)
https://www.soumu.go.jp/menu news/s-
news/01cyber01.02000001.00293.html

. Anthropic Threat IntelligencelDetecting and countering

misuse of Al: September 20261(2026-09-10)
https://www.anthropic.com/threat-intelligence-report-
september-2026

. KE CISA. =1 ASD’s ACSC (Zh\[Careful Adoption of

Agentic Al Services](2026-05-01)
https://www.cisa.gov/resources-tools/resources/careful-
adoption-agentic-ai-services
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10.

. Anthropic Frontier Red TeamlAI models may be capable

of self-replicating without access to a datacenter]
(2026-10-12)https://www.anthropic.com/research/self-
replicating-ai

. ®E Al Security Institute (AISI)IFrontier Al Trends

Report](2025-12-18)https://www.aisi.gov.uk/frontier-ai-
trends-report

. International AI Safety Report O#EF—LlInternational

Al Safety Report 20261(2026-02-03)
https://internationalaisafetyreport.org/publication/intern
ational-ai-safety-report-2026

. METRIFrontier Risk Report (February to March 2026) |

(2026-05-19)https://metr.org/blog/2026-05-19-
frontier-risk-report/

. Jonas Guan IZN\TAI Agents Enable Adaptive Computer

Worms(2026-06-02)https://arxiv.org/abs/2606.03811

. Stav Cohen. Ron Bitton. Ben NassilHere Comes The Al

Worm: Unleashing Zero-click Worms that Target GenAlI-
Powered Applications](2024-03-05)
https://arxiv.org/abs/2403.02817

. Ben Nassi. Stav Cohen. Or YairlInvitation Is All You Need!

Promptware Attacks Against LLM-Powered Assistants in
Production Are Practical and Dangerous](2025-08-16)
https://arxiv.org/abs/2508.12175

. >KE FBI(IC3)IHome Internet Connected Devices

Facilitate Criminal Activityl(2025-06-05)
https://www.ic3.gov/PSA/2025/PSA250605

. Cloudflarel2025 Q4 DDoS threat report: A record-setting

31.4 Tbps attack caps a year of massive DDoS assaults]
(2026-02-05)https://blog.cloudflare.com/ddos-threat-
report-2025-a4/

Cloudflare(David Belson)IThe 2025 Cloudflare Radar
Year in Review: The rise of Al, post-quantum, and record-
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